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Large language models (LLMs), particularly those based on transformer neural architectures, have demon-
strated remarkable performance across a wide range of language understanding and generation tasks. These
capabilities arise from training on massive text corpora using highly overparameterized models optimized
to predict sequences of tokens. However, this same training paradigm introduces concerns regarding mem-
orization of training data and the potential leakage of sensitive or private information.

This document provides a technical discussion of how memorization and leakage arise from a mathematical
standpoint, why transformer-based models are especially susceptible, and what mitigation strategies have
been proposed in the academic literature to reduce these risks while preserving model utility.

Language Model Training Objective

Large language models are typically trained by minimizing the negative log-likelihood of observed token
sequences:
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where 6 denotes the model parameters and w; represents the ¢-th token in a training sequence. This objective
explicitly rewards assigning high probability to the exact next token observed in the training data.

Mechanism of Memorization

Modern transformer models contain far more parameters than are strictly required to fit the statistical struc-
ture of language. As a result, the optimization problem is underdetermined: many parameter configurations
achieve low training loss. Some of these solutions correspond to learning generalizable linguistic patterns,
while others correspond to storing specific sequences observed during training.

Rare or unique sequences exert a disproportionate influence on the gradient updates. For such sequences,
there is little competing data to counterbalance the gradient, allowing the model to assign extremely high
conditional probability to that sequence. This phenomenon can be expressed as

VoL o —Vglog Py(rare sequence), 2)

which encourages near-deterministic recall when the appropriate context is provided.



Attention and Exact Recall

Transformer models rely on attention mechanisms defined by

-
Attention(Q, K, V) = softmax(Qj% ) V., 3)

where () denotes query vectors, K key vectors, and V' value vectors. When an input prompt closely matches
internal key representations associated with memorized training data, the resulting attention weights become
sharply peaked. This enables the model to reproduce long or specific training sequences with high fidelity,
even without explicit storage or retrieval mechanisms.

Data Leakage and Prompt Conditioning

Data leakage typically occurs when a user prompt reconstructs sufficient context from the original training
example. In such cases, the conditional probability of the memorized continuation approaches one:

Py(y|x) =1, 4)

where z is a carefully constructed prompt and y is a memorized sequence. From the model’s perspective,
this behavior is optimal under the training objective, even though it may violate privacy or data governance
expectations.

Mitigation Strategies
A number of approaches have been proposed to guard against memorization and leakage:
* Data Filtering and Deduplication: Removing sensitive records and semantically duplicated text

prior to training reduces the likelihood that rare sequences are memorized.

* Regularization and Entropy Control: Penalizing overly confident predictions discourages sharp
probability spikes associated with memorized content.

* Differential Privacy: Injecting calibrated noise during training bounds the influence of any single
training example on the learned parameters, providing formal privacy guarantees.

* Model Editing and Unlearning: Post-training methods can identify and selectively remove memo-
rized sequences from model parameters without degrading overall performance.

* Output Filtering: Pattern-based and statistical filters applied at inference time can prevent the release
of known sensitive formats, even if the model internally memorized them.



